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Abstract—Inference of the routing topology and link perfor- cerns). These routers are known asonymous router§24]
mance from a node to a set of other nodes is an important and their existence makes the routing topology inferred by
component of network monitoring and application design. Inthis 45 saroute-like tools inaccurate. Furthermore, traceroute-like

paper we propose a general framework for designing topology . . .
inference algorithms based on additive metrics. Our framework tools cannot discover layer-2 switches or MPLS (Multiprotocol

allows the integration of both end-to-end packet probing mea- Label Switching) paths that are increasingly being deployed.
surements and traceroute type measurements. Based on this Not depending on cooperation from the internal nodes,

framework we design several computationally efficient topology the network tomographypproach utilizes end-to-end packet
inference algorithms. In particular, we propose a novel sequential probing measurements (such as packet loss and delay mea-

topology inference algorithm to address the probing scalability . .
problem and handle dynamic node joining and leaving. We surements) conducted by the end hosts to infer the routing

provide sufficient conditions for the correctness of our algorithms topology and link performance. Due to its flexibility and reli-
and derive lower bounds on the probability of correct topology ability, network tomography has attracted many recent studies

inference. We conduct Internet experiments to evaluate and (e.g, [8], [11]). Many previous network tomography studies
demonstrate the effectiveness of our algorithms. are based on multicast probing because of its effectiveness
and probing efficiencyd.g, [7], [13], [16], [19], [20]). Since
IP multicast is not widely deployed in the Internet, unicast
A scalable tool to infer the routing topology and linknetwork tomography approaches based on back-to-back uni-
performance from a node to a set of other nodes can &gst packet pairs or strings were investigated,([10], [14],
a particularly useful tool. Innetwork monitoring this tool [22]). The main challenges of network tomography include
can help a network operator to obtain routing informatiosomputational complexitand probing scalability (especially
and network internal characteristice.q, loss rate, delay, for unicast probing), which limits the number of destination
utilization) from its network to a set of other collaboratinthodes that a source node can infer. In addition, the focus of
networks that are separated by non-participating autonomgisevious studies is on a relatively stable set of nodes, while
networks. Inapplication designthis tool can be particularly in many applications €.g, P2P file sharing and streaming
useful for peer-to-peer (P2P) style applications where a noglgplications) nodes may join or leave a session frequently.
communicates with a set of other nodes (calpeerg for file  This places extra challenge for efficient network inference.
sharing and multimedia streaming. For example, a node mayn this paper we study the problem of inferring the network
want to know the routing topology to other nodes so that it c@uting topology from a source node to a set of destination
select peers with low or no route overlap to improve resilieng@yded, where the set can be dynamic. We propose a general
against network failurese(g, [2]). As another example, aframework for designing topology inference algorithms based
streaming node using multi-path may want to know both thgh additive metrics. We show how to construct additive metrics
routing topology and link loss rates so that the selected pathém end-to-end packet probing measurements and traceroute
have low loss correlatiore(g, [3]). type measurements. Since a linear combination of different
There are two primary approaches to infer the routingdditive metrics is still an additive metric, the framework
topology and link performance of a communication networlgan flexibly utilize all information available from different
Both have their limitations. One is to use tools based gfeasurements to achieve best accuracy.
measurements or feedback messages of the internal nodesased on the framework we design several computationally
(e.g., routers). Such an approach is limited as today’s cogfficient topology inference algorithms. In particular, we pro-
munication networks (e.g., the Internet) are evolving towarghpse a novel sequential topology inference algorithm that sig-
more decentralized and private adminstration. For exampigficantly reduces the probing scalability problem. In addition,
a common approach to infer the routing topology from gyr algorithm can handle dynamic node joining and leaving,
source node to a destination node in the Internet is to Uggq thus is particularly desirable for applications where node
traceroute Traceroute relies on internal routers responding t§namics are prevalent. We demonstrate the efficiency and
ICMP (Internet Control Message Protocol) messages. Hogffectiveness of the proposed topology inference algorithms
ever, some routers in the Internet do not return ICMP messages

or simply f’iscafd ICMP mgssages . (eg., many_enterprisaWe use destination nodes for simplicity, which could be relay nodes or
networks disable traceroute-like probing due to privacy copeer nodes of the source node in real applications.

I. INTRODUCTION



except that the source (root of the tree) has no parent and
° the destinations (leaves of the tree) have no children. For
notational simplification, we use; to denote link(f(k), k).
Each linke € E is associated with a paramet@r (either
0 a scaler or a vector). The network inference problems involve
e using measurements taken at the terminal nodes to infer (1)
deinaton e topology of the routing tree; (2) link parametets of links
on the routing tree. In this paper we focus on routing tree
° e 0 0 topology inference. Link parameter inference with known tree
topology was studied in [7], [10], [17], [19], [22].
destination

destiation A. Probing Model

(a) The physical routing topology. (b) The logical routing tree. A probe froms to D can be a multicast packet sent from
_ _ _ o _ _ s to all nodes inD. By multicast we mean that when an
Fig. 1. Single source and multiple destinations: the physical routing topologmemau node on the routing tree receives the packet it will
and the associated logical routing tree topology. . . .
duplicate the packet and send a copy to all its children on
the tree. Since (IP) multicast is not widely deployed in the
via rigorous analysis and Internet experiments. Internet, a method to mimic the transmission of a multicast

The rest of the paper is organized as follows. In Section PRCKet is to use back-to-back unicast packet pair or string, in
we introduce the network model and inference problems. YHich @ source node sendsback-to-back unicast packets to
Section Il we discuss how to construct additive metrics fror different destination nodes respectively (we calllit< k
end-to-end measurements. In Section IV and V we propo@@Cket string probing). Since the packets are very close to
and analyze a neighbor-joining based topology inference §ACN other, we assume that the back-to-back packets sent by
gorithm and a sequential topology inference algorithm whidhe source no<_je to different destlnathn nodes have .the same
can be applied to any additive metric. We design InternBEWOrK experience (loss, delay, etc.) in the shared links.
routing tree topology inference schemes and evaluate theif Of & Probe sent by the source node, we define a setiof
performance via Internet experiments in Section VI. The pap%tlate variablesZ, for all e € E. Z. takes value in a state

router

router

destination

router

Destination Set D = {4,5,6,7}

is concluded in Section VII. set Z. The distribution ofZ, is parameterized by., e.g.,
P(Z. =1)=0.(i) fori e Z.
Il. NETWORK MODEL AND INFERENCEPROBLEMS The transmission of a probe from to nodes inD will

Let G = (V, &) denote the topology of the network, whichinduce a set obutcome variable®n the routing tre€l’. For
is a directed graph with node s@t (end systems, internal €ach node: € V, we useX;, to denote the (random) outcome
switches and routers, etc.) and link Segcommunication links ©Of the probe at nodé. X, takes value in an outcome s&t
that join the nodes). For any nodesindj in the network, if 1he outcome of the probe at node(i.e., X;) is determined
the underlying routing algorithm returns a sequence of liniy the outcome of the probe at nod¢k) (i.e., X)) and
that connecy to i, we sayj is reachablefrom i. We call this the link state ofe;. (i.e., Zc,):
sequence of I|nk§ path from s to j, denoted' byP(i, 7). We _ Xi = 9(X 1k Zer)- 1)
assume that during the measurement period, the underlying . ) ) )
routing algorithm determines a unique path from a node toASSumption 1.The link states are independent from link
another node that is reachable from it. to link (spatial independence) and are stationary during the

Hence thephysical routing topologyfrom a source node measurement perlpd. .
to a set of destination nodes is a (directed) tree. From theUnder Assumption 1 we can show that the outcome vari-
physical routing topology, we can derive lagical routing able_sts induced by the transmlsspn of a probe on the
tree which consists of the source, the destinations, and tfting tree form a Markov random field [16]. In addition,
branching nodes (internal nodes with at least two outgoirﬁ’g’ﬂd‘_f’r mild conditions, the link parameters of all Imk; on .the
links) of the physical routing tree [7], [13]. Note that a logicaloUting tree as well as the tree topology can be identified
link may comprise more than one consecutive physical |inkgjln.|quely determlned) by the joint distribution of the outcome
An example is shown in Fig. 1. For simplicity we use routiny@riables at the terminal nodes [9], [16].
tree to express logical routing tree unless otherwise noted. In actual network inference problems, the joint distribution

Supposss is a source node in the network, afidis a set of of the outcome variables normally is not given. We need to
destination nodes that are reachable framiet T = (V, E) estimate the joint distribution based on measurements taken at

denote the routing tree from to nodes inD, with node set the terminal nodes. Specifically, the source node will send a
! t

V and link setE. Let U = sU D be the set of terminal nodesseqf)ence oh probes, and there are totallyoutcomesx (/) =

which are nodes of degree one (i.e., end systems). Each nodg’ : k € V), t = 1,2,...,n, one for each probe. For the

k € V has aparent f(k) € V such that(f(k),k) € E, t-th probe, only the outcome)s',(f) = (X,E,t) :keU=sUD)

and a set of childrerc(k) = {j € V : f(j) = k}, atthe terminal nodes can be measured and observed. We can



estimate the joint distribution of the outcome variables using Suppose the source nodés fixed, for any destination node
the observed empirical distribution, which converges to thiec D, let p(i) = d(s, ) be thepath lengthfrom s to i (under
stationary distribution almost surely if the link state processaslditive metricd). For any pair of destination nodeésj € D,
are stationary and ergodic during the measurement period.let ij denote theinearest common ancest(ire., the ancestor
of both i andj that is farthest from rook on the tree). Let
B. Network Tomography Examples p(i,j) = d(s,ij) be theshared path lengthrom s to i and .
Example 1: Link Loss Inferend@]. In this case, the link  Let p(s, D) = {p(i) : i € D} denote the path lengths from
state variableZ, is a Bernoulli random variable which takess to nodes inD, p(s, D?) = {p(i,j) : i,j € D} denote the
value 1 with probabilityc, if the probe can go through link shared path lengths fromto pairs of nodes irD. Note that
e,_and takes value 0 with _probabiIin— Qe £ a. if the probe o d(s, i)+ d(s,5) — d(i, §)
will be lost on the link.a, is called thesuccess rat®f link e p(i,j) = 5 ,
anda, is called theloss rateof link e. The outcome variable
Ly is also a Bernoulli random variable, which takes value 1 Hlence there is a 1-1 mapping betwe&i/?) and p(s, D) U
the probe successfully reaches nddet is clear that for link p(s, D?). We can recover the topology of the routing tree if we

Vi,jeD. (5)

loss inference know eitherd(U?) or p(s, D) U p(s, D?). The key thing is to
construct an additive metric for which we can derive/estimate
Lk =Ly Zer = H Ze- (2 a?) or p(s, D) U p(s, D?) from end-to-end measurements.
e€P(s,k)

Example 2: Link Utilization Inferencgl2]. In this case A. Additive Metric Based on Traceroute-like Measurements

the link state variableZ. is a Bernoulli random variable Using traceroute-like measurements, the source sachn
which takes value 1 with probability. if the probe will not obtain the unique labels (IP addresses) of the internal nodes
experience any queueing delay on linkand takes value O (routers) in the path from the source node to any destination
with probability 1 —~, 2 ~. if the probe will experience some node (provided that the internal nodes respond to traceroute-
gueueing delay on the link,, can be viewed as the utilizationlike measurements). We can construct an additive melfric
of link e. The outcome variabl&}, is also a Bernoulli random by defining the link lengthd,.(e) to be the number of hops
variable, which takes value 1 if the packet will reach nd@de (physical links) contained in logical link. The path length
with no queueing delay. For this example we also have  p.(i) is the number of hops contained in the path frem
to 4, and the shared path lengh (i, j) is the number of
Ur = Usiy - Zey, = H Ze- ®) hops contained in the shared portion of the paths froto ¢
e€P(s,k) and ;. The shared portion of two paths can be determined by
Example 3: Link Delay Inferendd9]. In this case, the link comparing the labels of the internal nodes in the two paths.
state variableZ, is a random variable denoting the random !f some internal nodes do not respond to traceroute-like
(queueing) delay of link. 6. can be a certain moment &f,, Measurementse(g, anonymous routers, layer-2 switches,
e.g.,0. = var(Z.); or the distribution ofZ, is parameterized MPLS switches), then the derived path lengths and shared
by 0., €.9.,0.(i) = P(Z. = i), i € Z. The outcome variable Path lengths can be distorted. We is¢s, D) and j, (s, D?)
T), denotes the cumulative (queueing) delay experienced ¥ydenote the measured path lengths and shared path lengths

the probe froms to nodek. For link delay inference with possible measurement errors.
T =Tiey + Zep = Y, Ze- (4) B. Additive Metrics Based on Multicast Probing
e€P(s,k)

For a (multicast) probe sent by the source node Xiet=
I1l. CONSTRUCTADDITIVE METRICS (X% : k € V) be the outcome Markov random field dh
For each link(i,j) € E we can define al/ x M (assume
|X| = M) forward link transition matrixP;; and anM x M
backward link transition matrixP;; with entriesP;;(z;, z;) =

Let T' = (V, E) be a routing tree with source nodeand
destination node®. We sayd is anadditive metricon T if

((l) 0< d(e) < 00, Ve € E7 ]P)(X] = .’E]|Xl = .’Ei),.’Ei,.’Ej ceX. If0< ‘-Pij|7 |P]l| < 1 for
S . all links, then we can construct an additive metticwith link
(b) d(i,j) = ;{j _)d(e>, Vi,jevV. length [4]:
ecP (2,7

d(e) can be viewed as thé&ngth of link e and d(s, j) do(e) = —log|P;;| —log|Pjil, Ve = (i,j) € E.

can be viewed as thdistancebetween nodes and j. Let . . .

U = sU D be the set of terminal nodes on the tree. We usFeOr any pair of nodes, j € U, do(i, j) can be computed by
d(U?) = _{d(i,j) 14,j € _U} to denote the distances betwe_en do(i,j) = —log | Py;| — log|Pil, i,j€U. (6)

the terminal nodes. It is known that the topology and link

lengths of a tree are uniquely determined by the distancesThere are other choices of the additive metric for the specific
between the terminal nodes under an additive metric [6]. network inference problem.



1) Loss-Based Additive MetricFor Example 1 (link loss sample variancef T( )’ (not countingoo’s), andcév(T;, T;)
inference) in Section I1.B, i) < a. < 1 for all links, then we s the sample covariancef T(t)’s and 7} (t)g (not counting

can construct an additive metriy with link length d;(e) =

o0o's). Note that possible t|me asynchronlzatlon between the

—log are, Ve € E. Under the spatial independence assumptiafestination nodes and the source node will not affect our

that the link states are independent from link to lipks, D)U
pi(s, D?) can be obtained by

pli) = —logP(Li=1), i€ D;
N P(L; =1)P(L; =1)
pl(laj) - P(lel,szl) )
2) Utilization-Based Additive MetricSimilarly for Exam-

ple 2 (link utilization inference), i0 < §; < 1 for all links,
then we can construct an additive metig with link length

dy(e) =
assumptionp, (s, D) U p, (s, D?) can be obtained by
—logP(U; =1), i€ D;

P(U; = )P(U; = 1)
P{U; =1,U; =1) ’

—log

i,j€D.(7)

puli) =

pu(i,j) = —log i,j€D.(8)

estimators in (10), (11), (12).

A nice property of additive metrics is that a linear combi-
nation of several additive metrics is still an additive metric.
In order to utilize all information collected from different
measurements, we can construct a new additive metric using a
linear (convex) combination oil, du, dy: dy = ayd) + aydy, +
avdv with a; 4+ a,, + a, = 1. The (estimated) path lengths and
shared path lengths under the new additive metric can be easily
computed:p; = a;p; + ay pu + aypy- IN practice we can select

—logB.,Ve € E. Under the spatial independencéhe coefficients empirically based on the current network state

or to minimize the variance of the constructed estima{or

C. Additive Metrics Based on Unicast Packet Pair Probing

The validity of (6), (7), (8), (9) depends on the assumption
that the packets (of the same probe) sent to different desti-

3) Delay-Based Additive Metrid=or Example 3 (link delay hation nodes have the same network experience (loss, delay,
inference), if0 < var(Z.) < oo for all links, then we can etc.) in the shared links. This assumption is certainly true
construct an additive metrid, with link length d,(e) = for multicast probes, but it may not hold for unicast packet

var(Z.), Ve € E. Under the spatial independence assumptioRair/string probes. Can we still construct additive metrics from
pu(s, D) U py(s, D?) can be obtained by unicast probing? The answer is yes, under certain conditions.

' ' Suppose the source nodesends two back-to-back packets
po(i) = var(ly), i€ D; to destination nodesandj, for which the first packet (denoted
po(i,j) = coUT;,T;), 4,j€D. 9)

by ) is sent to nodeé and the second packet (denoted By
As in (6), (7), (8), (9), if we know the pairwise joint

is sent to nodgj. Let Z¢ and Z° be the link state variables
experienced by packet and acke’b in link e, respectivel
distributions of the outcome variables at the terminal node ’Ewst con5|dgrrl)|nk loss (ofutmzanon) merencg Let X
then we can construct an additive metric and defit€?) o P(Z% — 1) for « — a, b be themarginal link success rate of
p(s, D) U p(s, D?). In actual network inference problems we
are not given such distributions. We can use measuremegvtncﬁceSS rate of li

ink e. Let 3. = IP’(Zb = 1|Z% = 1) be theconditional link
h I li
taken at the terminal nodes to estimate the distributiens, ( nk, i.e, [ is the conditional probability
using empirical distributions).

of the second packet successfully goes through linkgiven
Let s send a sequence of probes to (a subset of) des-

that the first packet: successfully goes through link
If 0 < ae < B < 1 for all links, then0 < %= < 1

(f e e X ’ Be y
tination nodes inD. For any probed nodé, let 7; pe Fhe and we can construct an additive metdcwith link length
mg;a\sured (one-way) delay of tieh probe froms to i, W|(ttr)1 dj(e) = —log %, Ve € E. In real networks, we would expect
T;" = oo meanst-th probe lost. We us@™" = min, T; "~ g because the fact that the first packet successfully
to approximate the propagation de.Iay frano <. 0 goes through a link indicates that the link is in good state and
_ TTS loss outcom(et)s can be ((igrlved as follows.” = 1 the second packet, which closely follows the first packet, can
if T;" < oo, and L;” = 0 if T} = oo (i.e, probe lost). also go through the link. This phenomenon was observed in
A% )ln [12], the ut|I|zat|on outcomes can be derived as followeg| |nternet measuremenis.d, [5], [23]).
U =1if TV — T/ < € (probe experiences no queueing | gt L¢ be the loss outcome variable of packeat nodei,
delay, wheree is a small valuee.g, 0.1ms, to account for L be the loss outcome variable of packet nodej. Under

pOSSIbIe measurement nOlse) aﬁﬁ) = (0 otherwise. Then the Spat|a| |ndependence assump“qms D Upl(s D2) can
we can construct explicit estimators for the path lengths apgd obtained by

shared path lengths in (7), (8), (9) as follows:

. P(L¢ = )P(LE =1)
_ - - / _ 4 i .
pui) = —log Ly, pu(i,j) = —logLiL;j/Lij;  (10) (i) = ~log PLi—1,0—1) 'V
pu(i) = —logUi, puli,j) = —1logU;U;/Uij; (11) o : P(LY =1)P(LE =1) b 13
puli) = var(T), po(ij) = coo(T, 1) (@2) A= ls e gy hie b (19)

L; = Zt VLY /n (resp.,U;) |s the sample mearof L{"’s
(resp., U"'s). Ly; = S0 LYLY /n (resp., U;)) is the
sample mearof Lgt)ng.t)’s (resp.,UZ(t)Uft)’s). var(T;) is the

Now consider link delay inference. If coZ?, Zb) > 0 for
all links (which we would expect to hold in real networks be-
cause the two back-to-back packets are very close hence their



experienced delays in the same link are positively correlated),The neighbor joining idea was widely used d@fustering
then we can construct an additive metifi¢ with link length for building cluster trees [15] and ievolutionary biology

d (e) = cou(Z2,Z%),Ve € E. for building phylogenetic trees [21]. This idea was applied
Let T be the delay outcome variable of packeat node in [13], [20] to infer the topology of multicast routing trees
i, T}’ be the delay outcome variable of packeat nodej. based on shared losses observed at the destination nodes.
Y " . Compared with the algorithms in [13], [20], Algorithm 1 only
= Z Ze + Z Ze,s requires (estimated) shared path lengths between pairs of the
e€P(s,15) e€P(ig,1) destination nodes which can be collected from hothiticast
- Z zb + Z A3 probing andunicast packet pair probing as we described
J e e . . . . f .
e€P(5ig) eP(ij.4) in Section IIl. In addition, Algorithm 1 iscomputationally

o ) efficientdue to the simplicity of additive metrics. For a general
Under the spatial independence assumptipf)(s, D) U routing tree with N destination nodes, the computational

pi,(s, D?) can be obtained by complexity of Algorithm 1 isO(N?). The algorithms in [13],
pL(i) = cov(T®,TP), i€ D; [20] have anO(N?) complexity only for binary trees. For
o) = cov(TZ-“,T;’), ijeD. (14) general trees one needs to search among all subsets of the

destination nodes# of searches is on the order 2'), and
Similarly as in (10), (11), (12), we can construct explicihumerical root finding procedure is required when the degree
estimators for the path lengths and shared path lengths in (b8)nternal nodes is greater than five [13].

and (14) using measured outcomes at the terminal nodes. .
A. Condition for Correct Topology Inference

IV. TREETOPOLOGYINFERENCEBASED ONNEIGHBOR Let T be the true topology of the routing tre#(c)'s be the
JoINING true link lengths, ang(s, D?) be the true shared path lengths
We first propose a tree topology inference algorithm usinghder additive metric.
(estimated) path lengths and shared path lengths as the inpytroposition 1. Let A = min.cg d(e) be the minimum link
based on the idea afeighbor joining The algorithm begins |ength on the routing tree. A sufficient condition for Algorithm
with a leaf set including all destination nodes. In each stepiitto return the correct tree topology is:
selects a group of nodes that are likely tormghbors(i.e., A
siblings nodes with the same parent on the tree), deletes them |p(2,7) — p(i,4)| < —, Vi,j € D. (15)
from the leaf set, creates a new node as their parent and adds 4
that node to the leaf set. The whole process is iterated untilTherefore, if the estimated shared path lengiiis, D?)
only one node left in the leaf set, which will be the child of th@re close enough to the true values, then Algorithm 1 will
root (source node). To avoid trivial cases, we assyirie> 2.  return the correct tree topology. We can derive exponential
error bounds for the shared path length estimators in (10) and
Algorithm 1 (Neighbor-Joining Tree Topology Inference)  (11) under Assumption 1 [17]. Formally, for a sample size

Input: Sources, DestinationsD, 5(s, D), j(s, D*), A > 0. (number of probes) and a smalt> 0:
1L V={ss, E=0. PL5 (5. 3) — o1(i. 7)) > el < e—Cii(en
2.1 Findi*,j* € D with the largestj(i, j) (break the tie arbitrar- {9) = (i, )] 2 e < '
ily). Create a nodef as the parent of* and j*. Let 7, be the inferred tree topology returned by Algorithm

D = D\{i*,5},V = VU{i*,j*},E:EU{(f,i*L(f,j*)}. 1 with sample sizen. Let P, = P{Tn = T} denote the

(+) d(f,i*) = p(i*) — p(i*, 7). d(f,5°) = p(5*) — p(i*,5*).  probability of correct topology inference of Algorithm 1.
2.2 For eachk € D, if p(i*,5%) — p(i*, k) < & Proposition 2. Let A = mineegd(e). If P{|p(i,5) —
D=D\k V=VUk E=EU(fk). p(i,j)| > £} < e~cu(®n for all i,j € D wheren is the
() d(f, k) = p(k) — p(i*, §*). sample size and;;(A) is a constant determined by j, and
2.3 For eachk € D, compute:p(k, f) = $(p(k,i*) + p(k, 5*)). A, then for a routing tree withV destination nodes:
D =DUf. j(f) = p(i*,5"). —e(A)n
3. If|D|=1,fortheke D: V=V Uk, E=EU/ (s,k). Py > 1= N2 &, (16)
Otherwise, repeat Step 2. i.e., the probability of correct topology inference of Algorithm
Output: TreeT' = (V, E), and link lengthd(e) for all e € E. 1 goes to 1 exponentially fast in the sample size.

Note that Algorithm 1 only requires (estimated) shared The proofs are omitted due to space limitation, which can
path lengths between the source and pairs of the destinatians found in [18].
p(s, D?), to infer the tree topology (steps without (+)). If
the (estimated) path length®s, D) are also available, then V. DYNAMIC TREETOPOLOGY INFERENCE
Algorithm 1 can also infer the link lengths (steps with (+)). Algorithm 1 in Section IV may have some limitations in
We can use the link lengths returned by Algorithm 1 to infgpractice. First, it requires estimated shared path lengths from
the link performance parameters.q, link loss, utilization, the source to all pairs of the destination nodes as the input.
and delay variance parameters in Section III.B). If multicast probing is not supported by the network, and the



Procedure: add_node (7, k, 7, A) )

IF k is a leaf node on the tre€ = (V, E), @ @
7 is sibling (neighbor) oft on the updated tree: @
1. Create a new nodg as their parent:
V=Vu{pjh ()
E=E\ (f(k), k) U{(f(k),p), (p, k), (P, 7)}-

ELSE Supposé: has! childrency, ..., ¢;.
2. ¢; selects a destination node descended from it. ) )
3. Measure/estimatg(di, d2) and p(j,d;) for i = 1,...,1. S

4. Find d;= with the largest(7, d;). P
case (@) p(di,d2) — p(j,di=) > 51 j is sibling of k @ @
5. create a new nodge as their parent: ®
B 2 5\ 8 0 109, (0,40 0, 3)
= k) U :P): (p: k), (P, ) }- Fig. 3. 3 f addi fiéo the tree via a nod on the tree.
case () |5(ds, da) — 5. doe)| < B+  is child of ig cases of adding a new nogléo the tree via a nodg on the tree
6.V=VUj, E=FEU(,j).

case (¢) p(j,dix) — p(dr,d2) > 2: j is sibling/descendant af;- , . . .
© ?.(jadd )nod[é( (}, 02) fij)]_ g packet pair probings where the tree dept®idog; V). While

if we apply Algorithm 1 to infer the topology of the new tree,
the source node requirés(N?) unicast packet pair probings!

Sob g0’

(b) ©

—~

Fig. 2. Procedure to add a new destination ngde routing treeT".

A. Applyadd_node for Sequential Tree Topology Inference

number of destination node¥ is large, then it is difficult to  £4. 4 source node and a set of destination nodés we
obtain p(s, D?) using a singlel x N (unicast) packet string can also apply procedumdd _node over the nodes iD in

probing without violating the assumption that the the stringsqence to construct the tree topology incrementally. This is
of packets have the same or positively correlated netwofqcribed in the following algorithm.

experiences in the shared links. If the source node uses back-

to-back (unicast) packet pair probings, then it requif€y Algorithm 2 (Sequential Tree Topology Inference)
= O(N?) 1 x 2 probings. If these probings are conducted ihput: Sources, DestinationsD = {1,2,..., N}, A > 0.
parallel, then this will quickly use up the outgoing bandwidth Vo = {s}, Fo = 0, To = (Vo, Fo)

of the source node; on the other hand if these probings arg’ FO - v . Oj\; T’__"d_d Oc’j OT'. A
conducted in sequence, then it will take a long time to obtain® ' °7 = 1 10 N: Ty=add_node (Tj-1, s, j, A).
the measurements and it is more likely that the netwofRUtPut-Treel’=Ty. . . .
state will change during the measurement period which will A comparison between Algorithm 1 and Algorithm 2 is
violate the stationarity assumption (Assumption 1). We test€§OWn in Table 1. Note that for multicast probing, Algorithm
Algorithm 1 using Internet experiments and we found that % IS more efficient; while for unicast packet pair probing,
only works well for a small number of destination nodes (8'dorithm 2 is more efficient.

orless). o o B. Condition for Correct Topology Inference
Second, in real applications., P2P applications), the

destination nodes that a source node communicates with oft rluf the estimated shared path lengths measured in Step s are
%?ose enough to the true values, theshd_node (7', s, j, A)

change over time. Hence the routing tree topology will also. o
change over time. When a destination node leaves, it V}g" corregt]y add a new dest|nat|o.n 'node t(.) the tree. Formally,
Proposition 3. Let A be the minimum link length on the

relatively easy to derive the updated routing tree topoloasld ted t o0l includi isting destinati d
from the previous one. When a new destination node joins, gaated tree topology Inclu mg existing destination nodes
d the new destination nodg A sufficient condition for

could run Algorithm 1 over the new set of destination nod . X

to infer the updated routing tree topology. However, this | € recursive proceduradd_nodg (T, 5 7 A) to return the
not an efficient solution when nodes join and leave frequent rrect tr(_ae_ topology (after qddlng nogg is that for all the
Therefore we are motivated to design the following procedu é)deSk visited by the recursive procedure
to add a new destination node to the exiting routing tree.

A
6(dy,ds) — p(dy,do)| < —,
add_node (T, k, j, A) is a recursive procedure that adds a P(drdz) = plds, do) 4

new destination nodg to routing treel” = (V, E)) via a node 3G, di) — p(, di)| < A i—192 1 (17)
k on the tree. Leff (k) be the parent ok on the (old) tre€T". o T 4’ T
The procedure foadd_node is described in Fig. 2. Proposition 4. Let A be the minimum link length on

By running add_node (T, s, j, A), we add a new desti- the updated tree topology. If for all the nodés visited
nation nodej to the routing treel’ rooted ats. Note that in by the recursive proceduradd_node (7', s, j, A), we
Step 3 in order to estimate the shared path lengthsnly have P{|p(d1,ds) — p(di1,ds)| > %} < e~ cuax(B)n gnd
needs to send probes to+- 1 nodes, wheré is the internal P{|5(j,d;) — p(j,d;)| > 2} < e “a(®n for ¢ = 1,..,1,
node degree. For ahary tree with N destination nodes, in wheren is the sample size and;, 4,(A) and ¢;q,(A)’s are
the worst case, the source node requitdslog; N) unicast constants, then the probability of correct topology inference of



TABLE |
COMPARISONBETWEEN ALGORITHM 1 (NEIGHBOR-JOINING) AND ALGORITHM 2 (SEQUENTIAL)

N Destination Nodesi-ary Tree with DepthO(log; V), Sample Sizen with Sample Intervall

Multicast Probing Unicast Packet Pair Probing
Probing Traffic Overhead Probing Time Complexity| Probing Traffic Overhead, Probing Time Complexity
Add One Node Algorithm 1 (NJ) O(nN) O(nTo) O(nN?) O(nToN?)
Algorithm 2 (Sequential) O(nllog; N) O(nTy log; N) O(nllog; N) O(nTollog; N)
Build Whole Tree Algorithm 1 (NJ) O(nN) O(nTp) O(nN?) O(nToN?)
Algorithm 2 (Sequential) O(nNllog; N) O(nToN log; N) O(nNllog; N) O(nToNllog; N)

add_node (T, s, 7, A) for an [-ary tree with N destination could be distorted but are neverthelesmsistent An anony-

nodes satisfies: mous router will affect all the paths passing that routes.,(
—e(A)n the path lengths of those paths are all reduced by 1). Hence
Py 21— (l+1)log Ne : (A8) it 4,(i,5) > pr(i,k), then we know for sure that is closer

to 7 thank on the tree. The reverse is not true: even il
closer to: thank, we may have,.(i, j) = (i, k) because of
VI. SCHEMES FORINTERNET ROUTING TREE TOPOLOGY anonymous routers, hence network tomography measurements

INFERENCE are required.
For a large number of destination nodes, we propose to infer

In this section we design schemes for Internet routing trggs youting tree topology using a two-step procedure: first use
topology'lnference using algorithms we have developed so fat aroute measurements ) (or other heuristicse.g, round
We consider the following schemes: trip times, AS information) to build a skeleton of the tree,
1. Traceroute-based inference schgme (T\E@' use trager— then add tomography measuremenis §,) on subtrees (with
oute measurements to construct additive metri@nd derive g|atively small number of destination nodes) to construct the
the shared path lengtiis (s, D?) as described in Section lll. yo010gy of the subtrees. We find this approach significantly
2. Tomography-based inference scheme (Tomeg use requces the probing scalability problem of the pure network
unicast packet pair/string measurements to construct adt@mography approach while improve the accuracy of pure
tive metricsd;, d.,,d, and estimate the shared path length$ceroute-based approach.
pi(s, D?), pu(s, D?), pu(s, D?) as described in Section Il \e refer to the above schemes B& Tomoand TRTomo

We construct a new additive metric using a convex COMgr short hereafter. We evaluate their performance via Internet
bination of the additive metrics to utilize all information:eyperiments.

dy = aydy + aydy + ayd, With a; + ay + a, = 1.

We have shown that if the estimated shared path lengths Are
close enough to the true valuesd, condition (15) or (17)), Experiment Setup: We choose an idle host in our local
then both Algorithms 1 and 2 will return the correct routingietwork as the source node, and two sets of PlanetLab [1]
tree topology. nodes as the destination nodes. We have implemengedder

For traceroute measurements, the measured shared paillty program that can send probing packet pairs or strings,
lengths can be distorted due to the existence of anonymeul areceiver utility program to receive the probing packets
routers, layer-2 switches, and MPLS switches. For netwognd measure the one-way delays of the probing packets.
tomography measurements, the assumptianadégpendenand The size of the probing packets is 80 bytes. We collect
stationarylink states can be violated, hence a large sample sig® measured one-way delays from the receivers through the
with long measurement period may not return more accuraiender utility program.
estimation of shared path lengths. Hence the conditions forThe first destination node set, referred to @S nodes
correct topology inference (15) or (17) may not hold for botbonsists of 30 hosts in the US (most of them are located in
type of measurements. US universities). The second set, referred tdrasrnational

In order to utilize information collected from both tracernodes consists of 30 international nodes (10 in North America,
oute measurements and network tomography measuremditsn Europe, 10 in East Asia). Note that the reliability of the
to achieve best accuracy, we propose the following hybrighosen nodes are important to our measurements, hence we
scheme for Internet topology inference: choose nodes that have low CPU load and long running time.

3. Traceroute+Tomography inference scheme (TRTome)  We run the sender utility on the source and the receiver
use both traceroute measurements and network tomograptility on the two sets of PlanetLab nodes. Each probing from
measurements to construct additive metrgsandd,, respec- the source to a subset of the destinations consists of 1200
tively, and we construct a new additive metidg = Ad, + d; packet strings. The interval between consecutive strings is set
with a largeA which makesAd, dominated,. The motivation to 10 milliseconds (contributing to a probing rate G kbps
for selecting a largel is because that traceroute measurememisr destination node).

The proofs can be found in [18].

Experiment Setup and Evaluation Methodology



Evaluation methodology: We evaluate the performance of the

three topology inference schemes by varying dmenymiza- 1

tion ratio, the level of the underlying routers discarding 09 L ]
traceroute ICMP probing. For each anonymiztion ratio, we o0s |

test the topology inference schemes 20 rounds. 0'7 | ]

In each round, we first obtain the sequence of underlyingg
routers from the source to each destination using traceroutg. 06

The destination nodes we choose have the property th 05t : 4
the paths from the source to them contain no or very fev@ 04 | 1
anonymous routers so we can obtaingineund-truth topology 3 3 | )l
in order to test the topology inference schemes. We then 02 | |
count the total number of unique routers we have seen for ' T,

all destinations, and compute how many of them in total e e
should be anonymized according to the anonymization ratio. 0 : : : : ‘ : : ‘

01 02 03 04 05 06 07 08 09 1

We then iteratively choose a destination randomly, anonymize e _
Anonymization Ratio

the lastm routers along its roufe wherem is computed as _ _ -
the anonymization ratio times the route length; we also keep Fig. 4. US-experiment: correctness ratio of inferred topology.
track of the number of unique routers we anonymized in each
iteration, and terminate the anonymization procedure once the
total number of unique anonymized routers reaches the number 1y , , ,

we computeda priori. ool T TRTomo ]
We use two metrics to evaluate the performance of the .| TR e |
topology inference schemes. The first metricc@rectness ' "
ratio, defined as the average percentage of internal nod% orr |
in the ground-truth topology that are correctly inferred over: 0.6 1
all rounds. An internal node in the ground-truth topology isé 05 | ' 1
correctly inferrediff there is an internal node in the inferred 3 g4t I—
topology with the same set of destination nodes descendir@ 03| ]
from it. The second metric isode ratiq defined as the average o2 | |
ratio of the number of internal nodes in the inferred topology '
and in the ground-truth topology over all rounds. orr T “..]
B. Experimental Results 01 02 03 04 05 06 07 08 09 1
We run experiments using the US nodes and International Anonymization Ratio

nodes, and refer to them as US experiments and Internation&lg. 5. International-experiment: correctness ratio of inferred topology.

experiments, respectively. We plot the correctness ratios (Fig. 4

and 5) and node ratios (Fig. 6 and 7) with varying levels of

underlying routers being anonymized, for US and Internationstheme is just the Tomo scheme, so we determine the correct-

experiments respectively. ness ratio of Tomo using the correctness ratio of TRTomo at
1) Correctness RatioAs shown in Fig. 4 and 5, both TR anonymization ratio 1, which is around 0.5.

and TRTomo schemes can correctly infer most of the internalFrom our experiences we would like to comment on why

nodes in the ground-truth topology when the anonymizatiaghe pure Tomo scheme alone can only inf#% of the

ratio is small. As the anonymization ratio increases, thaternal nodes but cannot infer all the internal nodes in our

correctness ratio of the TR scheme decreases to 0; wialeperiments. First, the link states may thee-varyinginstead

the correctness ratio of the TRTomo scheme stabilizes arowfdstationary during the measurement period. Second, there

0.5. This is because the TR scheme heavily rely on routeeg’e several limitations of the PlanetLab testbed. We observed

support for traceroute probing, while the TRTomo scheme cémat the network connections from the source to the PlanetLab

improve its accuracy by using both traceroute measurementgles are pretty good in most of the time, hence the shared

and tomography measurements. When the anonymization ragénh lengths derived from loss and delay metrics are quite

is 1 (no routers response to traceroute probing), the TRTommall and can be easily distorted by measurement noises. In

addition, most PlanetLab nodes are often running multiple

2When choosing stable PlanetLab nodes, we find that a lot of nodes

behind routers that do not respond to traceroute probing. Most of these rou%@phca‘tlons and processes. This IntrOdUC?S no_n_neg“glble
are edge routers or access routers of the network in which the destinaf®de delays to the delay measurements which will affect the

nodes are located in. This suggests that traceroute probings are likely todeiay and utilization metrics.

discarded in enterprise networks to protect their internal hosts; hence, the, . . . .
routers in the last few hops to a destination are more likely to be anonymous2) Node Ratio:As shown in Fig. 6 and 7, the node ratio of

routers. the TR scheme is close to 1 when the anonymization ratio is



information and enrich the inference framework for efficient

1.2 , , , , , , , , and effective network monitoring and application design.
11+ 1
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