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Abstract—Inference of the routing topology and link perfor-
mance from a node to a set of other nodes is an important
component of network monitoring and application design. In this
paper we propose a general framework for designing topology
inference algorithms based on additive metrics. Our framework
allows the integration of both end-to-end packet probing mea-
surements and traceroute type measurements. Based on this
framework we design several computationally efficient topology
inference algorithms. In particular, we propose a novel sequential
topology inference algorithm to address the probing scalability
problem and handle dynamic node joining and leaving. We
provide sufficient conditions for the correctness of our algorithms
and derive lower bounds on the probability of correct topology
inference. We conduct Internet experiments to evaluate and
demonstrate the effectiveness of our algorithms.

I. I NTRODUCTION

A scalable tool to infer the routing topology and link
performance from a node to a set of other nodes can be
a particularly useful tool. Innetwork monitoring, this tool
can help a network operator to obtain routing information
and network internal characteristics (e.g., loss rate, delay,
utilization) from its network to a set of other collaborating
networks that are separated by non-participating autonomous
networks. Inapplication design, this tool can be particularly
useful for peer-to-peer (P2P) style applications where a node
communicates with a set of other nodes (calledpeers) for file
sharing and multimedia streaming. For example, a node may
want to know the routing topology to other nodes so that it can
select peers with low or no route overlap to improve resilience
against network failures (e.g., [2]). As another example, a
streaming node using multi-path may want to know both the
routing topology and link loss rates so that the selected paths
have low loss correlation (e.g., [3]).

There are two primary approaches to infer the routing
topology and link performance of a communication network.
Both have their limitations. One is to use tools based on
measurements or feedback messages of the internal nodes
(e.g., routers). Such an approach is limited as today’s com-
munication networks (e.g., the Internet) are evolving towards
more decentralized and private adminstration. For example,
a common approach to infer the routing topology from a
source node to a destination node in the Internet is to use
traceroute. Traceroute relies on internal routers responding to
ICMP (Internet Control Message Protocol) messages. How-
ever, some routers in the Internet do not return ICMP messages
or simply discard ICMP messages (e.g., many enterprise
networks disable traceroute-like probing due to privacy con-

cerns). These routers are known asanonymous routers[24]
and their existence makes the routing topology inferred by
traceroute-like tools inaccurate. Furthermore, traceroute-like
tools cannot discover layer-2 switches or MPLS (Multiprotocol
Label Switching) paths that are increasingly being deployed.

Not depending on cooperation from the internal nodes,
the network tomographyapproach utilizes end-to-end packet
probing measurements (such as packet loss and delay mea-
surements) conducted by the end hosts to infer the routing
topology and link performance. Due to its flexibility and reli-
ability, network tomography has attracted many recent studies
(e.g., [8], [11]). Many previous network tomography studies
are based on multicast probing because of its effectiveness
and probing efficiency (e.g., [7], [13], [16], [19], [20]). Since
IP multicast is not widely deployed in the Internet, unicast
network tomography approaches based on back-to-back uni-
cast packet pairs or strings were investigated (e.g., [10], [14],
[22]). The main challenges of network tomography include
computational complexityand probing scalability(especially
for unicast probing), which limits the number of destination
nodes that a source node can infer. In addition, the focus of
previous studies is on a relatively stable set of nodes, while
in many applications (e.g., P2P file sharing and streaming
applications) nodes may join or leave a session frequently.
This places extra challenge for efficient network inference.

In this paper we study the problem of inferring the network
routing topology from a source node to a set of destination
nodes1, where the set can be dynamic. We propose a general
framework for designing topology inference algorithms based
on additive metrics. We show how to construct additive metrics
from end-to-end packet probing measurements and traceroute
type measurements. Since a linear combination of different
additive metrics is still an additive metric, the framework
can flexibly utilize all information available from different
measurements to achieve best accuracy.

Based on the framework we design several computationally
efficient topology inference algorithms. In particular, we pro-
pose a novel sequential topology inference algorithm that sig-
nificantly reduces the probing scalability problem. In addition,
our algorithm can handle dynamic node joining and leaving,
and thus is particularly desirable for applications where node
dynamics are prevalent. We demonstrate the efficiency and
effectiveness of the proposed topology inference algorithms

1We use destination nodes for simplicity, which could be relay nodes or
peer nodes of the source node in real applications.
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(a) The physical routing topology.
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(b) The logical routing tree.
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Fig. 1. Single source and multiple destinations: the physical routing topology
and the associated logical routing tree topology.

via rigorous analysis and Internet experiments.
The rest of the paper is organized as follows. In Section II

we introduce the network model and inference problems. In
Section III we discuss how to construct additive metrics from
end-to-end measurements. In Section IV and V we propose
and analyze a neighbor-joining based topology inference al-
gorithm and a sequential topology inference algorithm which
can be applied to any additive metric. We design Internet
routing tree topology inference schemes and evaluate their
performance via Internet experiments in Section VI. The paper
is concluded in Section VII.

II. N ETWORK MODEL AND INFERENCEPROBLEMS

Let G = (V, E) denote the topology of the network, which
is a directed graph with node setV (end systems, internal
switches and routers, etc.) and link setE (communication links
that join the nodes). For any nodesi andj in the network, if
the underlying routing algorithm returns a sequence of links
that connectj to i, we sayj is reachablefrom i. We call this
sequence of links apath from i to j, denoted byP(i, j). We
assume that during the measurement period, the underlying
routing algorithm determines a unique path from a node to
another node that is reachable from it.

Hence thephysical routing topologyfrom a source node
to a set of destination nodes is a (directed) tree. From the
physical routing topology, we can derive alogical routing
tree which consists of the source, the destinations, and the
branching nodes (internal nodes with at least two outgoing
links) of the physical routing tree [7], [13]. Note that a logical
link may comprise more than one consecutive physical links.
An example is shown in Fig. 1. For simplicity we use routing
tree to express logical routing tree unless otherwise noted.

Supposes is a source node in the network, andD is a set of
destination nodes that are reachable froms. Let T = (V,E)
denote the routing tree froms to nodes inD, with node set
V and link setE. Let U = s∪D be the set of terminal nodes
which are nodes of degree one (i.e., end systems). Each node
k ∈ V has aparent f(k) ∈ V such that(f(k), k) ∈ E,
and a set of childrenc(k) = {j ∈ V : f(j) = k},

except that the source (root of the tree) has no parent and
the destinations (leaves of the tree) have no children. For
notational simplification, we useek to denote link(f(k), k).

Each link e ∈ E is associated with a parameterθe (either
a scaler or a vector). The network inference problems involve
using measurements taken at the terminal nodes to infer (1)
topology of the routing tree; (2) link parametersθe of links
on the routing tree. In this paper we focus on routing tree
topology inference. Link parameter inference with known tree
topology was studied in [7], [10], [17], [19], [22].

A. Probing Model

A probe froms to D can be a multicast packet sent from
s to all nodes inD. By multicast we mean that when an
internal node on the routing tree receives the packet, it will
duplicate the packet and send a copy to all its children on
the tree. Since (IP) multicast is not widely deployed in the
Internet, a method to mimic the transmission of a multicast
packet is to use back-to-back unicast packet pair or string, in
which a source node sendsk back-to-back unicast packets to
k different destination nodes respectively (we call it1 × k
packet string probing). Since the packets are very close to
each other, we assume that the back-to-back packets sent by
the source node to different destination nodes have the same
network experience (loss, delay, etc.) in the shared links.

For a probe sent by the source node, we define a set oflink
state variablesZe for all e ∈ E. Ze takes value in a state
set Z. The distribution ofZe is parameterized byθe, e.g.,
P(Ze = i) = θe(i) for i ∈ Z.

The transmission of a probe froms to nodes inD will
induce a set ofoutcome variableson the routing treeT . For
each nodek ∈ V , we useXk to denote the (random) outcome
of the probe at nodek. Xk takes value in an outcome setX .
The outcome of the probe at nodek (i.e., Xk) is determined
by the outcome of the probe at nodef(k) (i.e., Xf(k)) and
the link state ofek (i.e., Zek

):

Xk = g(Xf(k), Zek
). (1)

Assumption 1. The link states are independent from link
to link (spatial independence) and are stationary during the
measurement period.

Under Assumption 1 we can show that the outcome vari-
ables Xk ’s induced by the transmission of a probe on the
routing tree form a Markov random field [16]. In addition,
under mild conditions, the link parameters of all links on the
routing tree as well as the tree topology can be identified
(uniquely determined) by the joint distribution of the outcome
variables at the terminal nodes [9], [16].

In actual network inference problems, the joint distribution
of the outcome variables normally is not given. We need to
estimate the joint distribution based on measurements taken at
the terminal nodes. Specifically, the source node will send a
sequence ofn probes, and there are totallyn outcomesX(t)

V =
(X(t)

k : k ∈ V ), t = 1, 2, ..., n, one for each probe. For the
t-th probe, only the outcomesX(t)

U = (X(t)
k : k ∈ U = s∪D)

at the terminal nodes can be measured and observed. We can



estimate the joint distribution of the outcome variables using
the observed empirical distribution, which converges to the
stationary distribution almost surely if the link state processes
are stationary and ergodic during the measurement period.

B. Network Tomography Examples

Example 1: Link Loss Inference[7]. In this case, the link
state variableZe is a Bernoulli random variable which takes
value 1 with probabilityαe if the probe can go through link
e, and takes value 0 with probability1−αe

∆= ᾱe if the probe
will be lost on the link.αe is called thesuccess rateof link e
and ᾱe is called theloss rateof link e. The outcome variable
Lk is also a Bernoulli random variable, which takes value 1 if
the probe successfully reaches nodek. It is clear that for link
loss inference

Lk = Lf(k) · Zek
=

∏

e∈P(s,k)

Ze. (2)

Example 2: Link Utilization Inference[12]. In this case,
the link state variableZe is a Bernoulli random variable
which takes value 1 with probabilityγe if the probe will not
experience any queueing delay on linke, and takes value 0
with probability1−γe

∆= γ̄e if the probe will experience some
queueing delay on the link.̄γe can be viewed as the utilization
of link e. The outcome variableUk is also a Bernoulli random
variable, which takes value 1 if the packet will reach nodek
with no queueing delay. For this example we also have

Uk = Uf(k) · Zek
=

∏

e∈P(s,k)

Ze. (3)

Example 3: Link Delay Inference[19]. In this case, the link
state variableZe is a random variable denoting the random
(queueing) delay of linke. θe can be a certain moment ofZe,
e.g.,θe = var(Ze); or the distribution ofZe is parameterized
by θe, e.g.,θe(i) = P(Ze = i), i ∈ Z. The outcome variable
Tk denotes the cumulative (queueing) delay experienced by
the probe froms to nodek. For link delay inference

Tk = Tf(k) + Zek
=

∑

e∈P(s,k)

Ze. (4)

III. C ONSTRUCTADDITIVE METRICS

Let T = (V, E) be a routing tree with source nodes and
destination nodesD. We sayd is anadditive metricon T if

(a) 0 < d(e) < ∞, ∀e ∈ E;

(b) d(i, j) =
∑

e∈P(i,j)

d(e), ∀i, j ∈ V.

d(e) can be viewed as thelength of link e and d(i, j)
can be viewed as thedistancebetween nodesi and j. Let
U = s ∪D be the set of terminal nodes on the tree. We use
d(U2) = {d(i, j) : i, j ∈ U} to denote the distances between
the terminal nodes. It is known that the topology and link
lengths of a tree are uniquely determined by the distances
between the terminal nodes under an additive metric [6].

Suppose the source nodes is fixed, for any destination node
i ∈ D, let ρ(i) = d(s, i) be thepath lengthfrom s to i (under
additive metricd). For any pair of destination nodesi, j ∈ D,
let ij denote theirnearest common ancestor(i.e., the ancestor
of both i and j that is farthest from roots on the tree). Let
ρ(i, j) = d(s, ij) be theshared path lengthfrom s to i andj.

Let ρ(s,D) = {ρ(i) : i ∈ D} denote the path lengths from
s to nodes inD, ρ(s,D2) = {ρ(i, j) : i, j ∈ D} denote the
shared path lengths froms to pairs of nodes inD. Note that

ρ(i, j) =
d(s, i) + d(s, j)− d(i, j)

2
, ∀i, j ∈ D. (5)

Hence there is a 1-1 mapping betweend(U2) and ρ(s, D) ∪
ρ(s,D2). We can recover the topology of the routing tree if we
know eitherd(U2) or ρ(s, D)∪ ρ(s,D2). The key thing is to
construct an additive metric for which we can derive/estimate
d(U2) or ρ(s,D) ∪ ρ(s,D2) from end-to-end measurements.

A. Additive Metric Based on Traceroute-like Measurements

Using traceroute-like measurements, the source nodes can
obtain the unique labels (IP addresses) of the internal nodes
(routers) in the path from the source node to any destination
node (provided that the internal nodes respond to traceroute-
like measurements). We can construct an additive metricdr

by defining the link lengthdr(e) to be the number of hops
(physical links) contained in logical linke. The path length
ρr(i) is the number of hops contained in the path froms
to i, and the shared path lengthρr(i, j) is the number of
hops contained in the shared portion of the paths froms to i
andj. The shared portion of two paths can be determined by
comparing the labels of the internal nodes in the two paths.

If some internal nodes do not respond to traceroute-like
measurements (e.g., anonymous routers, layer-2 switches,
MPLS switches), then the derived path lengths and shared
path lengths can be distorted. We useρ̂r(s,D) and ρ̂r(s,D2)
to denote the measured path lengths and shared path lengths
with possible measurement errors.

B. Additive Metrics Based on Multicast Probing

For a (multicast) probe sent by the source node, letXV =
(Xk : k ∈ V ) be the outcome Markov random field onT .
For each link(i, j) ∈ E we can define anM ×M (assume
|X | = M ) forward link transition matrixPij and anM ×M
backward link transition matrixPji with entriesPij(xi, xj) =
P(Xj = xj |Xi = xi), xi, xj ∈ X . If 0 < |Pij |, |Pji| < 1 for
all links, then we can construct an additive metricd0 with link
length [4]:

d0(e) = − log |Pij | − log |Pji|, ∀e = (i, j) ∈ E.

For any pair of nodesi, j ∈ U , d0(i, j) can be computed by

d0(i, j) = − log |Pij | − log |Pji|, i, j ∈ U. (6)

There are other choices of the additive metric for the specific
network inference problem.



1) Loss-Based Additive Metric:For Example 1 (link loss
inference) in Section II.B, if0 < αe < 1 for all links, then we
can construct an additive metricdl with link length dl(e) =
− log αe,∀e ∈ E. Under the spatial independence assumption
that the link states are independent from link to link,ρl(s,D)∪
ρl(s,D2) can be obtained by

ρl(i) = − logP(Li = 1), i ∈ D;

ρl(i, j) = − log
P(Li = 1)P(Lj = 1)
P(Li = 1, Lj = 1)

, i, j ∈ D. (7)

2) Utilization-Based Additive Metric:Similarly for Exam-
ple 2 (link utilization inference), if0 < βl < 1 for all links,
then we can construct an additive metricdu with link length
du(e) = − log βe, ∀e ∈ E. Under the spatial independence
assumption,ρu(s,D) ∪ ρu(s,D2) can be obtained by

ρu(i) = − logP(Ui = 1), i ∈ D;

ρu(i, j) = − log
P(Ui = 1)P(Uj = 1)
P(Ui = 1, Uj = 1)

, i, j ∈ D. (8)

3) Delay-Based Additive Metric:For Example 3 (link delay
inference), if0 < var(Ze) < ∞ for all links, then we can
construct an additive metricdv with link length dv(e) =
var(Ze),∀e ∈ E. Under the spatial independence assumption,
ρv(s,D) ∪ ρv(s,D2) can be obtained by

ρv(i) = var(Ti), i ∈ D;
ρv(i, j) = cov(Ti, Tj), i, j ∈ D. (9)

As in (6), (7), (8), (9), if we know the pairwise joint
distributions of the outcome variables at the terminal nodes,
then we can construct an additive metric and deriveρ(U2) or
ρ(s,D) ∪ ρ(s,D2). In actual network inference problems we
are not given such distributions. We can use measurements
taken at the terminal nodes to estimate the distributions (e.g.,
using empirical distributions).

Let s send a sequence ofn probes to (a subset of) des-
tination nodes inD. For any probed nodei, let T

(t)
i be the

measured (one-way) delay of thet-th probe froms to i, with
T

(t)
i = ∞ meanst-th probe lost. We useTmin

i = mint T
(t)
i

to approximate the propagation delay froms to i.
The loss outcomes can be derived as follows:L

(t)
i = 1

if T
(t)
i < ∞, and L

(t)
i = 0 if T

(t)
i = ∞ (i.e., probe lost).

As in [12], the utilization outcomes can be derived as follow:
U

(t)
i = 1 if T

(t)
i − Tmin

i < ε (probe experiences no queueing
delay, whereε is a small value,e.g., 0.1ms, to account for
possible measurement noise) andU

(t)
i = 0 otherwise. Then

we can construct explicit estimators for the path lengths and
shared path lengths in (7), (8), (9) as follows:

ρ̂l(i) = − log L̄i, ρ̂l(i, j) = − log L̄iL̄j/L̄ij ; (10)

ρ̂u(i) = − log Ūi, ρ̂u(i, j) = − log ŪiŪj/Ūij ; (11)

ρ̂v(i) = ˆvar(Ti), ρ̂v(i, j) = ˆcov(Ti, Tj). (12)

L̄i =
∑n

t=1 L
(t)
i /n (resp.,Ūi) is the sample meanof L

(t)
i ’s

(resp., U (t)
i ’s). L̄ij =

∑n
t=1 L

(t)
i L

(t)
i /n (resp., Ūij) is the

sample meanof L
(t)
i L

(t)
j ’s (resp.,U (t)

i U
(t)
j ’s). ˆvar(Ti) is the

sample varianceof T
(t)
i ’s (not counting∞’s), and ˆcov(Ti, Tj)

is the sample covarianceof T
(t)
i ’s and T

(t)
j ’s (not counting

∞’s). Note that possible time asynchronization between the
destination nodes and the source node will not affect our
estimators in (10), (11), (12).

A nice property of additive metrics is that a linear combi-
nation of several additive metrics is still an additive metric.
In order to utilize all information collected from different
measurements, we can construct a new additive metric using a
linear (convex) combination of̂dl, d̂u, d̂v: d̂t = ald̂l + aud̂u +
avd̂v with al +au +av = 1. The (estimated) path lengths and
shared path lengths under the new additive metric can be easily
computed:̂ρt = alρ̂l +auρ̂u +avρ̂v. In practice we can select
the coefficients empirically based on the current network state
or to minimize the variance of the constructed estimatorρ̂t.

C. Additive Metrics Based on Unicast Packet Pair Probing

The validity of (6), (7), (8), (9) depends on the assumption
that the packets (of the same probe) sent to different desti-
nation nodes have the same network experience (loss, delay,
etc.) in the shared links. This assumption is certainly true
for multicast probes, but it may not hold for unicast packet
pair/string probes. Can we still construct additive metrics from
unicast probing? The answer is yes, under certain conditions.

Suppose the source nodes sends two back-to-back packets
to destination nodesi andj, for which the first packet (denoted
by a) is sent to nodei and the second packet (denoted byb)
is sent to nodej. Let Za

e and Zb
e be the link state variables

experienced by packeta and packetb in link e, respectively.
First consider link loss (or utilization) inference. Letαe =

P(Zx
e = 1) for x = a, b be themarginal link success rate of

link e. Let βe = P(Zb
e = 1|Za

e = 1) be theconditional link
success rate of linke, i.e., βe is the conditional probability
of the second packetb successfully goes through linke given
that the first packeta successfully goes through linke.

If 0 < αe < βe ≤ 1 for all links, then 0 < αe

βe
< 1,

and we can construct an additive metricd′l with link length
d′l(e) = − log αe

βe
, ∀e ∈ E. In real networks, we would expect

αe < βe, because the fact that the first packet successfully
goes through a link indicates that the link is in good state and
the second packet, which closely follows the first packet, can
also go through the link. This phenomenon was observed in
real Internet measurements (e.g., [5], [23]).

Let La
i be the loss outcome variable of packeta at nodei,

Lb
j be the loss outcome variable of packetb at nodej. Under

the spatial independence assumption,ρ′l(s,D)∪ρ′l(s,D
2) can

be obtained by

ρ′l(i) = − log
P(La

i = 1)P(Lb
i = 1)

P(La
i = 1, Lb

i = 1)
, i ∈ D;

ρ′l(i, j) = − log
P(La

i = 1)P(Lb
j = 1)

P(La
i = 1, Lb

j = 1)
, i, j ∈ D. (13)

Now consider link delay inference. If cov(Za
e , Zb

e) > 0 for
all links (which we would expect to hold in real networks be-
cause the two back-to-back packets are very close hence their



experienced delays in the same link are positively correlated),
then we can construct an additive metricd′v with link length
d′v(e) = cov(Za

e , Zb
e), ∀e ∈ E.

Let T a
i be the delay outcome variable of packeta at node

i, T b
j be the delay outcome variable of packetb at nodej.

T a
i =

∑

e∈P(s,ij)

Za
e +

∑

e∈P(ij,i)

Za
e ,

T b
j =

∑

e∈P(s,ij)

Zb
e +

∑

e∈P(ij,j)

Zb
e .

Under the spatial independence assumption,ρ′v(s, D) ∪
ρ′v(s,D2) can be obtained by

ρ′v(i) = cov(T a
i , T b

i ), i ∈ D;
ρ′v(i, j) = cov(T a

i , T b
j ), i, j ∈ D. (14)

Similarly as in (10), (11), (12), we can construct explicit
estimators for the path lengths and shared path lengths in (13)
and (14) using measured outcomes at the terminal nodes.

IV. T REE TOPOLOGY INFERENCEBASED ON NEIGHBOR

JOINING

We first propose a tree topology inference algorithm using
(estimated) path lengths and shared path lengths as the input
based on the idea ofneighbor joining. The algorithm begins
with a leaf set including all destination nodes. In each step it
selects a group of nodes that are likely to beneighbors(i.e.,
siblings, nodes with the same parent on the tree), deletes them
from the leaf set, creates a new node as their parent and adds
that node to the leaf set. The whole process is iterated until
only one node left in the leaf set, which will be the child of the
root (source node). To avoid trivial cases, we assume|D| ≥ 2.

Algorithm 1 (Neighbor-Joining Tree Topology Inference)
Input: Sources, DestinationsD, ρ̂(s, D), ρ̂(s, D2), ∆ > 0.

1. V = {s}, E = ∅.
2.1 Find i∗, j∗ ∈ D with the largest̂ρ(i, j) (break the tie arbitrar-

ily). Create a nodef as the parent ofi∗ and j∗.
D = D\{i∗, j∗}, V = V ∪{i∗, j∗}, E = E∪{(f, i∗), (f, j∗)}.
(+) d̂(f, i∗) = ρ̂(i∗)− ρ̂(i∗, j∗), d̂(f, j∗) = ρ̂(j∗)− ρ̂(i∗, j∗).

2.2 For eachk ∈ D, if ρ̂(i∗, j∗)− ρ̂(i∗, k) ≤ ∆
2

:
D = D \ k, V = V ∪ k, E = E ∪ (f, k).
(+) d̂(f, k) = ρ̂(k)− ρ̂(i∗, j∗).

2.3 For eachk ∈ D, compute:ρ̂(k, f) = 1
2
(ρ̂(k, i∗) + ρ̂(k, j∗)).

D = D ∪ f . ρ̂(f) = ρ̂(i∗, j∗).
3. If |D| = 1, for the k ∈ D: V = V ∪ k, E = E ∪ (s, k).

Otherwise, repeat Step 2.

Output: Tree T̂ = (V, E), and link lengthd̂(e) for all e ∈ E.
Note that Algorithm 1 only requires (estimated) shared

path lengths between the source and pairs of the destinations,
ρ̂(s,D2), to infer the tree topology (steps without (+)). If
the (estimated) path lengthŝρ(s,D) are also available, then
Algorithm 1 can also infer the link lengths (steps with (+)).
We can use the link lengths returned by Algorithm 1 to infer
the link performance parameters (e.g., link loss, utilization,
and delay variance parameters in Section III.B).

The neighbor joining idea was widely used inclustering
for building cluster trees [15] and inevolutionary biology
for building phylogenetic trees [21]. This idea was applied
in [13], [20] to infer the topology of multicast routing trees
based on shared losses observed at the destination nodes.
Compared with the algorithms in [13], [20], Algorithm 1 only
requires (estimated) shared path lengths between pairs of the
destination nodes which can be collected from bothmulticast
probing andunicast packet pair probing as we described
in Section III. In addition, Algorithm 1 iscomputationally
efficientdue to the simplicity of additive metrics. For a general
routing tree with N destination nodes, the computational
complexity of Algorithm 1 isO(N3). The algorithms in [13],
[20] have anO(N3) complexity only for binary trees. For
general trees one needs to search among all subsets of the
destination nodes (# of searches is on the order of2N ), and
numerical root finding procedure is required when the degree
of internal nodes is greater than five [13].

A. Condition for Correct Topology Inference

Let T be the true topology of the routing tree,d(e)’s be the
true link lengths, andρ(s,D2) be the true shared path lengths
under additive metricd.

Proposition 1. Let ∆ = mine∈E d(e) be the minimum link
length on the routing tree. A sufficient condition for Algorithm
1 to return the correct tree topology is:

|ρ̂(i, j)− ρ(i, j)| < ∆
4

, ∀i, j ∈ D. (15)

Therefore, if the estimated shared path lengthsρ̂(s,D2)
are close enough to the true values, then Algorithm 1 will
return the correct tree topology. We can derive exponential
error bounds for the shared path length estimators in (10) and
(11) under Assumption 1 [17]. Formally, for a sample sizen
(number of probes) and a smallε > 0:

P
{|ρ̂l(i, j)− ρl(i, j)| ≥ ε

} ≤ e−cij(ε)n.

Let T̂n be the inferred tree topology returned by Algorithm
1 with sample sizen. Let Pn = P{T̂n = T} denote the
probability of correct topology inference of Algorithm 1.

Proposition 2. Let ∆ = mine∈E d(e). If P{|ρ̂(i, j) −
ρ(i, j)| ≥ ∆

4 } ≤ e−cij(∆)n for all i, j ∈ D wheren is the
sample size andcij(∆) is a constant determined byi, j, and
∆, then for a routing tree withN destination nodes:

Pn ≥ 1−N2e−c(∆)n, (16)

i.e., the probability of correct topology inference of Algorithm
1 goes to 1 exponentially fast in the sample size.

The proofs are omitted due to space limitation, which can
be found in [18].

V. DYNAMIC TREE TOPOLOGY INFERENCE

Algorithm 1 in Section IV may have some limitations in
practice. First, it requires estimated shared path lengths from
the source to all pairs of the destination nodes as the input.
If multicast probing is not supported by the network, and the



Procedure: add_node (T , k, j, ∆)
IF k is a leaf node on the treeT = (V, E),

j is sibling (neighbor) ofk on the updated tree:
1. Create a new nodep as their parent:

V = V ∪ {p, j},
E = E \ (f(k), k) ∪ {(f(k), p), (p, k), (p, j)}.

ELSE Supposek hasl childrenc1, ..., cl.
2. ci selects a destination nodedi descended from it.
3. Measure/estimatêρ(d1, d2) and ρ̂(j, di) for i = 1, ..., l.
4. Find di∗ with the largest̂ρ(j, di).

case (a) ρ̂(d1, d2)− ρ̂(j, di∗) ≥ ∆
2

: j is sibling of k
5. create a new nodep as their parent:

V = V ∪ {p, j},
E = E \ (f(k), k) ∪ {(f(k), p), (p, k), (p, j)}.

case (b) |ρ̂(d1, d2)− ρ̂(j, di∗)| < ∆
2

: j is child of k
6. V = V ∪ j, E = E ∪ (k, j).

case (c) ρ̂(j, di∗)− ρ̂(d1, d2) ≥ ∆
2

: j is sibling/descendant ofci∗

7. add_node (T , ci∗ , j, ∆).

Fig. 2. Procedure to add a new destination nodej to routing treeT .

number of destination nodesN is large, then it is difficult to
obtain ρ̂(s,D2) using a single1 × N (unicast) packet string
probing without violating the assumption that the the string
of packets have the same or positively correlated network
experiences in the shared links. If the source node uses back-
to-back (unicast) packet pair probings, then it requires

(
N
2

)
= O(N2) 1× 2 probings. If these probings are conducted in
parallel, then this will quickly use up the outgoing bandwidth
of the source node; on the other hand if these probings are
conducted in sequence, then it will take a long time to obtain
the measurements and it is more likely that the network
state will change during the measurement period which will
violate the stationarity assumption (Assumption 1). We tested
Algorithm 1 using Internet experiments and we found that it
only works well for a small number of destination nodes (6
or less).

Second, in real applications (e.g., P2P applications), the
destination nodes that a source node communicates with often
change over time. Hence the routing tree topology will also
change over time. When a destination node leaves, it is
relatively easy to derive the updated routing tree topology
from the previous one. When a new destination node joins, we
could run Algorithm 1 over the new set of destination nodes
to infer the updated routing tree topology. However, this is
not an efficient solution when nodes join and leave frequently.
Therefore we are motivated to design the following procedure
to add a new destination node to the exiting routing tree.

add_node (T , k, j, ∆) is a recursive procedure that adds a
new destination nodej to routing treeT = (V,E) via a node
k on the tree. Letf(k) be the parent ofk on the (old) treeT .
The procedure foradd_node is described in Fig. 2.

By running add_node (T , s, j, ∆), we add a new desti-
nation nodej to the routing treeT rooted ats. Note that in
Step 3 in order to estimate the shared path lengths,s only
needs to send probes tol + 1 nodes, wherel is the internal
node degree. For anl-ary tree withN destination nodes, in
the worst case, the source node requiresO(l logl N) unicast
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Fig. 3. 3 cases of adding a new nodej to the tree via a nodek on the tree.

packet pair probings where the tree depth isO(logl N). While
if we apply Algorithm 1 to infer the topology of the new tree,
the source node requiresO(N2) unicast packet pair probings!

A. Applyadd_node for Sequential Tree Topology Inference

For a source nodes and a set of destination nodesD, we
can also apply procedureadd_node over the nodes inD in
sequence to construct the tree topology incrementally. This is
described in the following algorithm.

Algorithm 2 (Sequential Tree Topology Inference)
Input: Sources, DestinationsD = {1, 2, ..., N}, ∆ > 0.

1. V0 = {s}, E0 = ∅, T0 = (V0, E0).
2. For j = 1 to N : Tj=add_node (Tj−1, s, j, ∆).

Output: Tree T̂ = TN .
A comparison between Algorithm 1 and Algorithm 2 is

shown in Table I. Note that for multicast probing, Algorithm
1 is more efficient; while for unicast packet pair probing,
Algorithm 2 is more efficient.

B. Condition for Correct Topology Inference

If the estimated shared path lengths measured in Step 3 are
close enough to the true values, thenadd_node (T , s, j, ∆)
will correctly add a new destination node to the tree. Formally,

Proposition 3. Let ∆ be the minimum link length on the
updated tree topology including existing destination nodes
and the new destination nodej. A sufficient condition for
the recursive procedureadd_node (T , s, j, ∆) to return the
correct tree topology (after adding nodej) is that for all the
nodesk visited by the recursive procedure

|ρ̂(d1, d2)− ρ(d1, d2)| < ∆
4

,

|ρ̂(j, di)− ρ(j, di)| < ∆
4

, i = 1, 2, ..., l. (17)

Proposition 4. Let ∆ be the minimum link length on
the updated tree topology. If for all the nodesk visited
by the recursive procedureadd_node (T , s, j, ∆), we
have P{|ρ̂(d1, d2) − ρ(d1, d2)| ≥ ∆

4 } ≤ e−cd1d2 (∆)n and
P{|ρ̂(j, di) − ρ(j, di)| ≥ ∆

4 } ≤ e−cjdi
(∆)n for i = 1, ..., l,

wheren is the sample size andcd1d2(∆) and cjdi(∆)’s are
constants, then the probability of correct topology inference of



TABLE I
COMPARISON BETWEEN ALGORITHM 1 (NEIGHBOR-JOINING) AND ALGORITHM 2 (SEQUENTIAL)

N Destination Nodes,l-ary Tree with DepthO(logl N), Sample Sizen with Sample IntervalT0

Multicast Probing Unicast Packet Pair Probing

Probing Traffic Overhead Probing Time Complexity Probing Traffic Overhead Probing Time Complexity

Add One Node Algorithm 1 (NJ) O(nN) O(nT0) O(nN2) O(nT0N2)

Algorithm 2 (Sequential) O(nl logl N) O(nT0 logl N) O(nl logl N) O(nT0l logl N)

Build Whole Tree Algorithm 1 (NJ) O(nN) O(nT0) O(nN2) O(nT0N2)

Algorithm 2 (Sequential) O(nNl logl N) O(nT0N logl N) O(nNl logl N) O(nT0Nl logl N)

add_node (T , s, j, ∆) for an l-ary tree withN destination
nodes satisfies:

Pn ≥ 1− (l + 1) logl Ne−c(∆)n. (18)

The proofs can be found in [18].

VI. SCHEMES FORINTERNET ROUTING TREE TOPOLOGY

INFERENCE

In this section we design schemes for Internet routing tree
topology inference using algorithms we have developed so far.
We consider the following schemes:

1. Traceroute-based inference scheme (TR): we use tracer-
oute measurements to construct additive metricd̂r and derive
the shared path lengthŝρr(s,D2) as described in Section III.

2. Tomography-based inference scheme (Tomo): we use
unicast packet pair/string measurements to construct addi-
tive metrics d̂l, d̂u, d̂v and estimate the shared path lengths
ρ̂l(s,D2), ρ̂u(s,D2), ρ̂v(s,D2) as described in Section III.
We construct a new additive metric using a convex com-
bination of the additive metrics to utilize all information:
d̂t = ald̂l + aud̂u + avd̂v with al + au + av = 1.

We have shown that if the estimated shared path lengths are
close enough to the true values (e.g., condition (15) or (17)),
then both Algorithms 1 and 2 will return the correct routing
tree topology.

For traceroute measurements, the measured shared path
lengths can be distorted due to the existence of anonymous
routers, layer-2 switches, and MPLS switches. For network
tomography measurements, the assumption ofindependentand
stationarylink states can be violated, hence a large sample size
with long measurement period may not return more accurate
estimation of shared path lengths. Hence the conditions for
correct topology inference (15) or (17) may not hold for both
type of measurements.

In order to utilize information collected from both tracer-
oute measurements and network tomography measurements
to achieve best accuracy, we propose the following hybrid
scheme for Internet topology inference:

3. Traceroute+Tomography inference scheme (TRTomo): we
use both traceroute measurements and network tomography
measurements to construct additive metricsd̂r and d̂t, respec-
tively, and we construct a new additive metricd̂rt = Ad̂r + d̂t

with a largeA which makesAd̂r dominated̂t. The motivation
for selecting a largeA is because that traceroute measurements

could be distorted but are neverthelessconsistent. An anony-
mous router will affect all the paths passing that router (i.e.,
the path lengths of those paths are all reduced by 1). Hence
if ρ̂r(i, j) > ρ̂r(i, k), then we know for sure thatj is closer
to i than k on the tree. The reverse is not true: even ifj is
closer toi thank, we may havêρr(i, j) = ρ̂r(i, k) because of
anonymous routers, hence network tomography measurements
are required.

For a large number of destination nodes, we propose to infer
the routing tree topology using a two-step procedure: first use
traceroute measurements (ρ̂r) (or other heuristics,e.g., round
trip times, AS information) to build a skeleton of the tree,
then add tomography measurements (ρ̂t, ρ̂rt) on subtrees (with
relatively small number of destination nodes) to construct the
topology of the subtrees. We find this approach significantly
reduces the probing scalability problem of the pure network
tomography approach while improve the accuracy of pure
traceroute-based approach.

We refer to the above schemes asTR, Tomoand TRTomo
for short hereafter. We evaluate their performance via Internet
experiments.

A. Experiment Setup and Evaluation Methodology

Experiment Setup: We choose an idle host in our local
network as the source node, and two sets of PlanetLab [1]
nodes as the destination nodes. We have implemented asender
utility program that can send probing packet pairs or strings,
and areceiver utility program to receive the probing packets
and measure the one-way delays of the probing packets.
The size of the probing packets is 80 bytes. We collect
the measured one-way delays from the receivers through the
sender utility program.

The first destination node set, referred to asUS nodes,
consists of 30 hosts in the US (most of them are located in
US universities). The second set, referred to asInternational
nodes, consists of 30 international nodes (10 in North America,
10 in Europe, 10 in East Asia). Note that the reliability of the
chosen nodes are important to our measurements, hence we
choose nodes that have low CPU load and long running time.

We run the sender utility on the source and the receiver
utility on the two sets of PlanetLab nodes. Each probing from
the source to a subset of the destinations consists of 1200
packet strings. The interval between consecutive strings is set
to 10 milliseconds (contributing to a probing rate of64 kbps
per destination node).



Evaluation methodology:We evaluate the performance of the
three topology inference schemes by varying theanonymiza-
tion ratio, the level of the underlying routers discarding
traceroute ICMP probing. For each anonymiztion ratio, we
test the topology inference schemes 20 rounds.

In each round, we first obtain the sequence of underlying
routers from the source to each destination using traceroute.
The destination nodes we choose have the property that
the paths from the source to them contain no or very few
anonymous routers so we can obtain theground-truth topology
in order to test the topology inference schemes. We then
count the total number of unique routers we have seen for
all destinations, and compute how many of them in total
should be anonymized according to the anonymization ratio.
We then iteratively choose a destination randomly, anonymize
the lastm routers along its route2, wherem is computed as
the anonymization ratio times the route length; we also keep
track of the number of unique routers we anonymized in each
iteration, and terminate the anonymization procedure once the
total number of unique anonymized routers reaches the number
we computeda priori.

We use two metrics to evaluate the performance of the
topology inference schemes. The first metric iscorrectness
ratio, defined as the average percentage of internal nodes
in the ground-truth topology that are correctly inferred over
all rounds. An internal node in the ground-truth topology is
correctly inferrediff there is an internal node in the inferred
topology with the same set of destination nodes descending
from it. The second metric isnode ratio, defined as the average
ratio of the number of internal nodes in the inferred topology
and in the ground-truth topology over all rounds.

B. Experimental Results

We run experiments using the US nodes and International
nodes, and refer to them as US experiments and International
experiments, respectively. We plot the correctness ratios (Fig. 4
and 5) and node ratios (Fig. 6 and 7) with varying levels of
underlying routers being anonymized, for US and International
experiments respectively.

1) Correctness Ratio:As shown in Fig. 4 and 5, both TR
and TRTomo schemes can correctly infer most of the internal
nodes in the ground-truth topology when the anonymization
ratio is small. As the anonymization ratio increases, the
correctness ratio of the TR scheme decreases to 0; while
the correctness ratio of the TRTomo scheme stabilizes around
0.5. This is because the TR scheme heavily rely on routers’
support for traceroute probing, while the TRTomo scheme can
improve its accuracy by using both traceroute measurements
and tomography measurements. When the anonymization ratio
is 1 (no routers response to traceroute probing), the TRTomo

2When choosing stable PlanetLab nodes, we find that a lot of nodes are
behind routers that do not respond to traceroute probing. Most of these routers
are edge routers or access routers of the network in which the destination
nodes are located in. This suggests that traceroute probings are likely to be
discarded in enterprise networks to protect their internal hosts; hence, the
routers in the last few hops to a destination are more likely to be anonymous
routers.
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Fig. 4. US-experiment: correctness ratio of inferred topology.
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Fig. 5. International-experiment: correctness ratio of inferred topology.

scheme is just the Tomo scheme, so we determine the correct-
ness ratio of Tomo using the correctness ratio of TRTomo at
anonymization ratio 1, which is around 0.5.

From our experiences we would like to comment on why
the pure Tomo scheme alone can only infer50% of the
internal nodes but cannot infer all the internal nodes in our
experiments. First, the link states may betime-varyinginstead
of stationary during the measurement period. Second, there
are several limitations of the PlanetLab testbed. We observed
that the network connections from the source to the PlanetLab
nodes are pretty good in most of the time, hence the shared
path lengths derived from loss and delay metrics are quite
small and can be easily distorted by measurement noises. In
addition, most PlanetLab nodes are often running multiple
applications and processes. This introduces non-negligible
node delays to the delay measurements which will affect the
delay and utilization metrics.

2) Node Ratio:As shown in Fig. 6 and 7, the node ratio of
the TR scheme is close to 1 when the anonymization ratio is
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Fig. 7. International-experiment: node ratio of inferred topology.

small but decreases to 0 with increasing anonymization ratio.
In contrast, the TRTomo scheme has a node ratio close to 1 in
all experiments regardless of anonymization ratios, although it
may introduce a few more internal nodes in the inferred tree
topology. The node ratio of the Tomo scheme is determined
by the TRTomo scheme at anonymization ratio 1.

VII. C ONCLUSIONS

In this paper, we proposed a general framework for design-
ing topology inference algorithms based on additive metrics.
Our framework allows the integration of both end-to-end
packet probing measurements and traceroute type measure-
ments to achieve best accuracy. Based on the framework we
designed several computationally efficient topology inference
algorithms. In particular, we proposed a novel sequential
topology inference algorithm to address the probing scalabil-
ity problem and handle dynamic node joining and leaving.
We demonstrated the effectiveness of the proposed topology
inference algorithms via rigorous analysis and Internet exper-
iments. In the future we will study how to utilize the inferred

information and enrich the inference framework for efficient
and effective network monitoring and application design.
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